
Anti-Counterfeiting
Advancing a safe, fair and fake-free world  

through education, collaboration and advocacy

Year in Review 2021



Reaching a Global Audience

The Be Safe Buy Real campaign understand that 
counterfeiting is a borderless crime. In 2021, the campaign 
began to develop a strong foundation to be able to 
communicate to an international audience. 

It began to lay the groundwork by translating the website 
into Spanish and French along with 30 pieces of campaign 
content. While not yet officially launched internationally, we 
are proud to report that, in 2021, the website received over 
800 international visitors. 

Educating the Public
Be Safe Buy Real Campaign

Originally designed as an annual, pre-holiday campaign, in 2021 Be Safe 
Buy Real was expanded to a quarterly campaign organized around four key 
themes: consumer safety, human health, digital safety and home safety. Each theme’s 
message was kicked off with a video that highlighted the dangers of counterfeit 
products, and the steps consumers can take to safeguard against 
those dangers. Thanks to our 32 partners, the videos reached over 1 million 
people on social media.

besafebuyreal.ul.org
1 https://www.redpoints.com/blog/young-consumers-fake-fashion-online/
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The Generational Divide

How likely are young

consumers to buy

counterfeits online?

Younger generations

are more prone to

buying fakes because:

43.6% 
have bought a 
fake product ¹ 19.9%

knew that they were 
buying a fake item ¹

Gen Zers are more interested in getting a 

Good deal  
and spending less

Young adults lack  

awareness 
of how counterfeits affect society

Young generations  

cannot afford  
authentic

In older demographics,  
buying a counterfeit item  
is often done by mistake. 

Young consumers are  
spending more time on 

social media  
sites that provide them with links  
to shop for fakes directly

May �nd it easy to create fake black-and-white, 4-by-3-inch COVID-19 vaccine cards. 
However those counterfeit cards raise the possibility of an unvaccinated person carrying the 
disease into a setting with people who cannot, for health reasons, be inoculated, and 
spreading the potentially deadly illness.

If the COVID-19 vaccine cards include the errors below, you should be suspicious of them. 2

32
Misspellings Un�nished words Misspelling in 

Spanish translation 

Fake COVID-19 vaccine cards 
pose a threat to public health

To report suspicious activity involving fake vaccination record cards, contact your country's 
appropriate government agency or the Internet Crime Complaint Center at https://www.ic3.gov. 

1

The FBI said that making or buying a fake COVID-19 vaccine card is

breaking the law and endangering other people. 1

Sources:
1  Shepherd, Katie. 2021. “Federal agents seize thousands of fake covid vaccination cards destined for locations across U.S.” The Washington Post, Aug. 16, 
2021. https://www.washingtonpost.com/nation/2021/08/16/border-patrol-fake-vaccine-cards/.
2  Knox, Oliver. 2021. “The Daily 202: There’s a boom in fake coronavirus vaccine cards,” The Washington Post, Aug. 19, 2021. https://www.washington-
post.com/politics/2021/04/19/daily-202-theres-boom-fake-coronavirus-vaccine-cards/.
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Sources: 
https://www.cnbc.com/2016/11/24/counterfeit-goods-and-ways-to-avoid-them-on-black-friday.html
https://www.incoproip.com/beating-counterfeit-products-this-black-friday-christmas/
https://www.securingindustry.com/surge-in-fakes-on-social-media-ahead-of-black-friday/s112/a12605/#.YXa8OZ7MKUm
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Items such as  
electronic goods and 
fashion products are a 
major concern.

Massive increase of  
fake goods are sold  
via online platforms  
on Black Friday.

Fraudsters take 
advantage and use it to 
make cheap products 
and make a profit.

Where?

How do
they do this?

Consumers should buy 
products from reputable 

and trusted sellers.

Be aware!

What?

Counterfeit products  
are most common  
to find during the  
holidays.

social media users

views

Consumer 
Safety

Home 
Safety

Digital 
Safety

Human 
Health

2.2 million

24,000

international visitors

> 800



Educating Global  
Law Enforcement

INTERPOL and Underwriters Laboratories continue their 
partnership by delivering key learning modules through 
the International Intellectual Property Crime Investigators 
College (IIPCIC). The IIPCIC educates global law enforcement 
and stakeholder groups to effectively combat transnational 
intellectual property crime. 

2021 IP Crime College Overview

learners enrolled

law enforcement 
agencies

countries 
representing

certificates awarded
in 2021

new 
learners
in 2021

35,000

975

180

4,898

4,921

Courses in

languages6



Anti-Counterfeiting Virtual Research Symposium

This symposium features prominent researchers, scholars  
and leaders in the field of anti-counterfeiting to discuss  
relevant research.

The 2021 event, the second annual virtual symposium,  
focused on the relationships between counterfeit goods,  
their environmental impact and intersection with social  
media. 240 registrants represented 39 countries. 

Intellectual Property Crime Conference 

The 14th Intellectual Property (IP) Crime Conference 
gathered expert speakers and participants from around the 
world to address the enforcement challenges posed by digital 
piracy, the health and safety aspects of IP crime, and the 
COVID-19 pandemic.

The event reached an audience of 1,092 registrants across 
121 countries and 315 law enforcement agencies. Terry Brady 
was an opening keynote speaker, along with Carlos Alvarado 
Quesada, the president of the Republic of Costa Rica.

Convening Global Stakeholders

registrants
240

registrants

countries

law 
enforcement 

agencies

1,092

121

315



Lithium Battery Air Safety  
Advisory Committee Meeting

The U.S. Department of Transportation (DOT) 
Lithium Battery Air Safety Advisory Committee held 
a meeting to discuss the potential safety hazards 
posed by lithium batteries. Anti-Counterfeiting team 
was invited to present about the additional health 
and safety concerns counterfeit batteries pose to 
the industry. There were 120 virtual attendees.

International Trademark Association Annual Meeting

Anti-Counterfeiting team was invited to present at the International 
Trademark Association 2021 Annual Meeting session titled “Educating the 
Marketplace About the Dangers of Counterfeits: Ideal World Versus the Real 
World.” The session topics included how imperative it is to educate consumers 
and all stakeholders in the supply chain to effectively combat counterfeits  
in both an online and brick-and-mortar world. We reached more than  
3,000 virtual attendees.

FICCI Consumer Protection in the COVID Age

This virtual event focused on the effects of the COVID-19 
pandemic on counterfeiting and anti-counterfeiting. The panel 
was hosted by the leadership team of the Federation of Indian 
Chambers of Commerce and Industry Committee Against 
Smuggling and Counterfeiting Activities Destroying the Economy 
(FICCI CASCADE). The panel included representatives from the 
Indian government as well as industry partners such as  Johnson 
& Johnson, Amazon and Underwriters Laboratories.  At the 
session, Underwriters Laboratories highlighted the global Be Safe 
Buy Real campaign. 

Future of Safety Science Webinar

The Future of Safety Science is a webinar series 
that will highlight the world-class research and 
thought leadership of Underwriters Laboratories. 
The webinar series also aims to increase access 
to opportunities in safety science for students 
from the overlooked talent pool of minorities and 
underrepresented groups in STEM fields. Anti-
Counterfeiting team was invited to discuss how 
safety science research can be applied to mitigate 
the risk of counterfeit products.

Sharing Our Expertise

virtual
attendees120

virtual
attendees3,000



Uniting With Partners

Federation of Indian Chambers  
of Commerce and Industry (FICCI)

The Anti-Counterfeiting team conducted an interview 
with Anil Rajput, chairman of the Federation of Indian 
Chambers of Commerce and Industry Committee Against 
Smuggling and Counterfeiting Activities Destroying the 
Economy (FICCI CASCADE). He shared his insights and 
highlighted India’s inspiring campaigns and efforts against 
counterfeits. This collaboration between our team and 
FICCI CASCADE has set the tone for future collaborations 
to further our work in combating counterfeits.

U.S. Customs and Border Protection (CBP)

Monica Mena, director of the Education and  
Outreach, interviewed Laurie Dempsey, director  
of the U.S. Customs and Border Protection on how 
counterfeiters have been taking advantage of the  
pandemic to spread fraudulent goods. She also  
shared her insights on how educating consumers  
and working with them is the best way to keep  
counterfeits out – and health and safety in.

World Anti-Counterfeiting Campaign 2021
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As the Chairman of India’s anti-counterfeiting committee  
FICCI CASCADE, Mr Anil Rajput has helped significantly increase 
national awareness surrounding the hazards of counterfeiting 
and smuggling. In this article, he shares some of the bold and 
unique measures that have seen success in India. 

Ever since India transitioned from a closed to an open economy in 
the 1990s, the demand for big-name brands has grown. 
Unfortunately, this popularity of brands has also created a 
growing market for counterfeits and pass-offs in the country. 

Today, India faces a particularly tough challenge when it comes to 
the prevention of counterfeits entering the country. There are 
many forest borders which are hard to police, some of which offer 
direct connections to countries that produce large numbers of 
counterfeit products. And many of those products look so similar 
to the originals that consumers cannot tell the difference.

As a result, a system is needed that provides an organized way to 
communicate and engage with consumers and policy makers 
alike, sensitizing them to the dangers that counterfeits pose to 
public health and safety, while also exposing the economic 
damage that illicit products can cause society as a whole. 

India’s answer to counterfeiting and smuggling

With these issues in mind, in 2011 I collaborated with the 
Federation of Indian Chambers of Commerce and Industry (FICCI) 
to establish the Committee Against Smuggling and 
Counterfeiting Activities Destroying the Economy (CASCADE), or 
FICCI CASCADE for short. Working with FICCI proved to be a 
decisive success factor, as legitimate 
businesses are highly impacted by the 
spread of illicit goods and it was very  
much in their own interest to join forces  
in fighting their proliferation.

To achieve our goals, we engage with 
various industry players, consumers, the 
media, legal experts, consumer 
organizations as well as enforcement 
agencies, just to name a few. Our vision  
is to win over as many people as possible 
and to make them our ambassadors, or 
“Cascaders” as we call them. Cascaders carry the message that 
buying legal products is much more beneficial, because many 
illicit products are hazardous to people’s health and safety, as well 
as the economy. 

As an organization, FICCI CASCADE continues to grow, learn and 
get stronger every year. 

Inspiring ways  
in which India is beating 
back counterfeiters  
and smugglers
Expert Insight article by Anil Rajput
Chairman, FICCI CASCADE
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       My vision 
going forward 
is to make  
the lives of 
counterfeiters 
and smugglers 
as difficult as 
possible.

World Anti-Counterfeiting Week Nov. 16-20, 2020
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Laurie Dempsey’s responsibilities include creating policies and 
solutions to stop counterfeits from crossing borders. Her 
department liaises with those on the ground, who check and seize 
counterfeit goods, but she also focuses on initiatives that inform 
the public about the dangers of counterfeits. In her article, she talks 
about how educating consumers and working with them is the 
best way to keep counterfeits out – and health and safety in. 

In recent years, we’ve seen many government agencies doubling 
down on counterfeits to protect legit manufacturers and to 
ensure consumer safety. It’s no small task. In the U.S. alone, nearly 
three trillion dollars in commercial imports are processed 
annually with over 30 million customs entries on average. The 
sheer volume makes it easy for counterfeiters to slip through 
with their illegal products. Read a report with 2019 numbers.

For some people, it may just be irritating to receive a counterfeit 
product that’s poor quality or not what they were expecting. So 
some may even wonder what the big deal is about counterfeits. 
It’s just a knock-off bag, right? However, not only does 
counterfeiting fund other illegal activities like human trafficking 
and drug smuggling, the fake products you buy may also 
endanger your health.

One of the areas my department at the U.S. Customs & Border 
Protection (CBP) focuses on is counterfeit products, which can 
have a negative impact on people’s general health and safety, 

such as medicines, pharmaceuticals, electronic devices, batteries, 
and even clothing. In 2020, this also included personal protective 
equipment (PPE) and COVID-19 testing kits. 

The most harmful kind of fake

Counterfeit medical and pharmaceutical products are some of 
the most insidious counterfeits not only because they don’t 
perform, heal or medicate as promised, but they also endanger 
users’ lives. This trend saw a real peak at the advent of the 
coronavirus pandemic. Consumers, medical professionals and 
healthcare providers all scrambled to have enough PPE supplies 
on hand to protect themselves and the greater public – and 
counterfeiters exploited this need.

Some of the examples of COVID-19 related counterfeits include 
face masks. Either the mask doesn’t perform or protect as 
promised, leading consumers to believe it’s more effective than it 
really is. Counterfeit hand sanitizers or wipes containing the 
incorrect amount of disinfectant is another example. Even more 
frightening is the emergence of unapproved test kits, which are 
not up to the Food and Drug Administration standards.

One way to identify these counterfeits is that they are not 
supplied through the usual business channels, medical supply 
chains or government agencies. A private consumer should be 
very wary of direct medical offers – particularly those making big 
claims for a small price. 

Don’t let counterfeiters 
profit at the expense  
of your health
Expert Insight by Laurie Dempsey
Director, Intellectual Property Rights and E-Commerce  
Division, Trade Policy & Programs, U.S. Customs & Border 
Protection, Office of Trade
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