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Once a niche phenomenon, smart devices now constitute an established market, with a variety of
products currently purchased by consumers, as we will show in the next pages. Over the past ten
years in particular, consumers have realized that smart products are not just technological gadgets
but are able to solve practical problems quickly and easily. A prime example is the remotely controlled
thermostat, which enables people to achieve notable savings and greater comfort, both in their
management of second homes and when fixed temperature programming does not suit their lifestyle.

The considerable benefits that smart objects bring (saving
time and money, convenience, peace of mind, etc.) are
nonetheless counterbalanced by a series of worries
related above all to security and safety — mainly in the
sense of fear of privacy violations and cyberattacks as
well as that of possible harmful effects on the health
(fears of electromagnetic radiation first and foremost, but
also of equipment that could explode or burn).

Itis against this background that UL Solutions, a company
specializing in testing, inspection and certification
services, identified the need to carry out a market
research study, in collaboration with BVA Doxa, to analyse
buying trends, reasons for purchase, ease of installation/

configuration, areas requiring improvement and future
purchase intentions regarding smart devices, e.g., devices
(for the home and/or for personal use) that are connected
to the internet and have smart functionality - with a final,
more general focus on fears relating to smart products
and the potential for reassurance through

third-party certification.

The study was carried out in January 2023, interviewing
1,000 people selected using a sampling plan built to ensure
a representative sample in relation to the relevant universe,
in other words to be able to relate the research findings

to the UK population aged 18-64, with a small margin of
statistical error (+/-3% at a 95% confidence level).
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Smart home-related buying trends

In the past two to three years, British consumers’ smart home-related purchases have mainly consisted of Home

Management/Entertainment products (51%). The safety and security and energy efficiency categories were chosen by 39%
and 33% respectively of the representative sample interviewed. Meanwhile smart home appliances (29%) were slightly less
popular. There is therefore a strong interest in everything to do with controlling and monitoring the home, both in relation
to convenience and entertainment, but also safety and security and energy efficiency.
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Smart Home products bought in the past 2 -3 years
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Purchasing of Smart home devices seems to be significantly higher among men (except for Home Appliances), younger
people (Gen Z) and those aged 28 to 42 (Millennials).

Another key target group is people doing smart working, who sharply increased in number in 2020-21 due to the health
restrictions imposed, although this tendency seems to be structural and not particularly influenced by recent pandemic

related events.
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Profile of buyers in the past 2-3 years
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Having a Smart home enables people to save money and it makes their lives easier. It is convenient (less moving around,
repetitive activities, etc.), easy to use (controlled with a simple app), enables consumption to be controlled and monitored
remotely, and ultimately helps to give peace of mind.

Reasons for buying Smart Home products
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Question - For what reasens did you buy this product? Mark all answers that influenced your choice

Convenience I 6% |
; Eose of use I 517
Having a smart home i Security I 53%

enables people to save i Remote control M 9%
money and makes their i "
e e e i Consumption control I 45%
; ) i Peace of mind I 41%
T CORVETIEI, e Price N 407

use (confrolled with a

simple app), enables Time saving I 35%
consumption fo be Curiosity NI 27%
confrolled and monitored Recommendation/word of mouth IR 2%
remotely. and ulfimately Heaith I — 267
favours peace of mind. i -
Other reasons that lead Services I 21%
BlepiSio ey el Passon I 21%

devices for the home are

their affordable price and Heafih I 18%

the time savings they Support I 18%
make possible (less Cerfification I 15%
moving around, repefitive Eco-incentives I 13%
activities, etc.). Other B 5%

Respondents: buyers of at least one product in the past 2-3years

The installation of the devices was mostly carried out by the consumers themselves (2 out of 3 respondents). Home
Management and Entertainment products are the least problematic to install, while Energy Efficiency devices are those
that most frequently necessitate intervention by a technician. People who chose to install these themselves encountered
more difficulties (also true of Home Appliances).

At a time in which there is a particularly strong focus on saving energy, making the installation of these products more
user-friendly (also through systemic agreements with installers and technical support centres) would help to incentivize
their purchase. Moreover, the creation of an ecosystem to make it easier to measure consumption, to manage and maintain
products, and to foster communication with other devices through integrated standards, would be desirable to promote
the benefits of efficient energy usage and environmental sustainability.

Installation of the devices

Question- For each of the following products you bought, please indicate whether you installed/configured it yourself or whether yhedha
technician or someone more expert than yourself to do @verall, how difficult was it to install or configure the products you bought?
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SELF-MADE INSTALLATION OR WITH THE HELP OF A TECHNICIAN

N ¢ Vinstalled / configured @ myset [ 597
j_/_ B 66%

technician
. I had it installed / configured by an - 30%
expert / technician 2

| don't remember I 4%

JUDGEMENT ON THE Lo A=
DIFFICULTY OF SELRMADE
INSTALLATION

Easy 89%

Respondent s: buyers of of lsast one product in the pdfebe Respondents: those who have inst alled/cenfigured of least one product [1otally or portiy}
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Apps for the control of smart home devices satisfy most buyers (65%), with no particular differences between product
categories. At the same time there is considerable scope for improvement in view of a considerable proportion of people
(25%) who say they are “quite satisfied”, e.g., those who do not reject the apps but would like them to be better. Overall,
also considering those who are dissatisfied (10%), one in three respondents (which becomes one in two among Gen Z) ask

for improvements.

Satisfaction with device control apps
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Guestion- How satisfied are you with the apps you use to control your Smart Home devices?
Answer by giving a rating from 1 te 10, in which 10 means "completely satisfied” and 1 means "not at all sotisfied”

Very satisfied
(8-10)

Quite safisfied
(67)

Not satisfied
(1-5)
10%

Respondents: owner of at leazt one $mart Home device

Smart device control apps, being the main (if not only) channel of interaction with devices, undoubtedly have a major role
in increasing the take-up of these products by consumers. It would therefore be desirable for manufacturers, in addition
to testing their apps thoroughly, to ensure a continuous update program to make them increasingly functional, secure
and easy to use — e.g., within the capabilities of the general public and not just those of “technology geeks.” Essential to
achieving this aim is an in-depth and systematic process of listening to the requirements of end-users (which are often

communicated spontaneously in product reviews).
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Inclination to buy smart home products

About six in 10 respondents (58%) say they intend to buy one smart home device within the next two years, with 17%
saying they will purchase. Only one in 10 respondents reject the idea of buying. In terms of targets, a higher inclination to
buy can be seen among men (63%), Gen Z respondents (67%) and Millennials (68%). The “smart revolution markedly less

engages Boomers (36%).”

Intention to buy smart home devices

Question- In the next 1 or 2 years do you plan to buy one or more smart home products ke those just described? [as a first purchobe e place
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one you alkeady own)

Definitely

NO Defi:ﬂg;\y no ;{;i; YES
y ; 58%

42%

Probably yes
4%

Probably no
29%

The products most likely to be desired are Home Management/Entertainment devices, particularly remote-controlled
lighting and smart speakers. These are followed by Home Appliances (small and large) and home security cameras.

(£} Intention to buy a particular device in the next 2 years
w@-. Question- Which of these smart devices would you be inclined to buy in the next two years?
Light bulbs/lamps that canbe controlled remotely 15%
‘Smart Home Speakers / voice assistants 15%
Small appliances 12%
‘Cameras that provide remot e access to images 13%
Lorge oppliances 127
Smart Vs connacted w ith othar devices 12%
12%

Thermestat or air conditioner - temperature fhumidity centrol tools
Video infercoms, locks, gate opening systems
Door and window sensors, motion/presence sensors

Electrical outlets that can disploy /manage consumption

Boiler, w ater haater or ot her systems for heating/coaling 9%
Smart devices for pets 9%
Smort purifiers 8%
Devices that mariter smoke/flooding/fire/short circuits 8%
Davices that moritor air quality ™
6%

Devices for the automated management of blinds/shades

Devices for managingimigation remot ely 4%

Respandentstof asample [N=1.000)

In the next two years,“Energy Efficiency” category particularly attracts Millennials and people who are currently working.
Singles show a marked interest in devices for Home Management/Entertainment. People with a low educational level are

more inclined to buy Safety and Security devices.
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Resistance to purchasing smart home devices arises above all due to a non-recognition of the need for/usefulness of

these products (37%).Next comes a generic non-priority attached to their purchase (28% are “not planning this kind of
expenditure”), immediately followed by the issue of an excessive cost of purchase and maintenance (23%). Also, not to be
overlooked are fears of difficulty/complexity in terms of both the installation phase (16%) and the learning curve required to
master the usage of these devices (15%).

Reasons for not intending to buy in the future -tunist
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Question - For what reasons do you not plan fo buy smart home productsin the next 1-2 yearsg (multiple answers allowed)

Among those unwillingto buy Smart Home products in the next 2 years

| don't need them/they're not useful for me [ 37%
| don't plan to make 1his kind of expenditure at the mement NG 08%
They’re expensive products (to buy/maintcin) [ININEGEGEEEEEN 027%
1 think they’re difficult / expensive toinstall [N 147
| don't have the time/desire to learn how to use them [N | 5%
I'm afraid that my personal/sensitive datamight be passed on or sold online N 14%
1'm unfamiliar with these new technologies NN 12%
You end up not using them after a while GGG 10%
My personal data might be stored for the purposes of commercial profiing NG 11%
My data might be stored for the purposes of political profiing / crime prevention NN 11%
I'm afraid that hackers might take control of them to harm or blackmail me [ %
1 think they're complicated touse [N 8%
They're unreliable: they often stop working I 5%
Electromagnetic waves could harm my health [l 4%

I've had negative experiences with the smart products | have at home [l 2%

Base: unwilling to buy devicesfor Smart Home in the next two years

When identifying any areas for improvement, the respondents call first and foremost for a reduction in costs. Beyond this
initial request there is a clear need for the installation/configuration of the devices to be easier and for reassurance in terms
of protecting privacy and the managing malfunctions.

Areas for improvement in detail
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GQuestion- In what ways do smart home products need to improve in order to convince you to buy or use them more in your home?2

[multipleansw ersallow ed max
Cost less 50% @ Price

H
i

Be easier to irctallfconfigure 3% )
Functions
mprove interms of the functions they offer 21%
Be guaranteed more against failure/malfunction 23%
Offerinsurance te cover any damage resulting from cyber attacks 20% @ After-sale
Offer support inthe installation phaze 18% suppert
Offer oniine/phone support services throughout their usage period 14%
Offer greater guarant ees in terms of privacy 23%
Be certified / tested by independ. ot bodi 16% pafshs
e cartified / tasted by independant associotions of bodies .
st 2 Security
Ze sater for the health 15%
Better clarify w hat bensfitz thay offar the end customer 21%
A, &
Specify any possible fisks more clearly 13% ’ﬁn Information
Be more publicized / better know n 12%
Inno w ays / dont know 17%

Respondentstot akample [M=1.000]

Overall, the inclination to buy smart products within the next two years is high and indicates a certain preference for the Home
Management/Entertainment and Safety and Security categories. To overcome the uncertainties referred to and to encourage
undecided consumers to buy these products, their needs and expectations must be addressed right from the new product
research and development stage. A crucial factor at this stage is third-party testing and certification concerning safety/security
and usability. Subsequently, manufacturers will need to work on assuaging the fears expressed by potential customers and on
communicating the product’s added value — which must, however, be accompanied by a correct product concept.
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Personal smart device buying trends

Regarding personal smart devices, those most purchased in the past two to three years are products for fitness and leisure,
such as smartwatches and other wearables (30%). These are followed by health monitoring devices, perhaps influenced

by the post-Covid health situation, which have been bought by one in four respondents. Baby monitors and devices for
assisting frail people follow behind (both 9%).

Smartwatches/Fitness devices seem to be those with the most cross-generational appeal, with the highest purchasing level
observed among Millennials (38%). As regards the other product categories, on the other hand, very low purchasing levels
can be seen among Gen X respondents and Boomers. From the perspective of Baby Monitors this finding can probably be
attributed to the absence of young children in the household, while for Health Monitors and Fragile Care products, it could
be due to a real cultural gap or a lack of knowledge/understanding of these types of support devices. For all categories,
apart from baby monitors, higher purchasing levels are also noted among men.

Personale smart devices bought in the past 2 -3 years

Question- For sach one. please indicate whether you have bought it in the pastiyears.

-
— \\\\ Fitness device
" v 30% ’ Smartwatches and other connected wearables for filness or leisurde.g. bracelets,
B rings. neckdaces. bags. glasses. hats, clothing)

Health monitor
-I 97 > Products for monitoring the health in real fime such as blood pressure monitors,
o blood glucose monitors, heart rate monitors, etc.. that can periodically send dat
to your doctor and immediately report any crisis situations

i@ @

£

Baby monitor
9% Child safety and monitoring devices{e.g. connected braceletsWiFibaby monifors)

Fragile care
97 Devices for assisfing 'Frail” people in the homesuch as the elderly or disabled (e.g.
o fall detection devices, lifeaving remote controls to signal the need for support,
movemsnt monitering devices)

Responaenttotasample [N=1.000]

Of the most frequently mentioned reasons for purchase in each category, the universal issue of monitoring stands out in
all its expressions (monitoring of people’s performance, health and loved ones). Safety is another aspect mentioned across
the various product categories, apart from Fitness Devices. Although it never tops the list, convenience also emerges as a
recurrent theme among the reasons given for purchase, in terms above all saving time and effort (e.g., monitoring one’s
health in comfort at home without having to attend healthcare facilities). Then there are also category-specific reasons:
Health Monitors and baby monitors, for example, give peace of mind. For fitness devices, an affordable price is also often
taken into consideration.

Reasons for buying personal s mart devices

@ @ Do

Question- For what reasons did you buy __2 Mark all answ ers that influenced your choice

H

l

Fitness device Health monitor Baby monitor Fragile care
51%  Monitoring performance 57% Monitoring health Safety Safety
47% Monitoring health 34% Safety Meonitoring loved ones Manitoring health
32% | Monitoring effort 32% Peace of mind Peace of mind Menitoringlovedones

28% Convenience 31% Convenience Monitoring health Convenience
7% Prra = z

Base: Gequientidella categenia negi ulimdnni

[e3]
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Around seven in 10 users personally installed the devices bought themselves. In the case of fitness devices, which are
regarded as easy to install by 83% of the relevant respondents, this rises to nine in 10. For the other categories the
installation process seems more complicated, particularly for fragile care devices.

;
e Installation of the personal smart devices
®

Pyl Question- For each of the following products you bought. please indicate whether you installed/configured it yourself or whether y&eaa
technician or someone more expert than yourself to do#Overall, how difficult was it to install or configure the products you bought?2

- @ L 9

INSTALLATION 2 _ . 5 n
Fitness device Health menitor Baby monitor Fragile care
lj'" it myself
i * 89% 75%
: = Partly myseifand | . 24 e 7% o 0
partly o techrician
X | had it installed /
configursd by an I 9% . 22% 22% 28%

expart [ technicion

I dont rememiosr | 2% I a% 2% 1%

DIFFICULTY LEVELamong those who have installed/configured (totaly or partly} by themselves
Difficult I 17% 28% 30% 43%
Eosy I §3 % 72% 70% 7%

Responaents: ouyers of each cne catagery in The pass fear Respondents: thosewho have installediconfigured eoch kind of product (totdiy or part

For personal smart device control apps, the same findings emerge for smart home devices. With a good level of
satisfaction, which is particularly positive for baby monitors, a considerable desire for improvement emerges among a third
of the respondents (the total percentage of those only partly satisfied or wholly dissatisfied).

Satisfaction with device control apps by macro -category
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Question- How satisfied are you with the apps you use personal smart devices with? Answ er by giving a rating frem 1 to 10, in w hicletis
"completely satisfied” and 1 means "not at all satished"

Fitness device Health monitor Baby monitor Fragile care
I Verysatisfied 74% 7o% 83% 73%
Quit esatisfied 83 8.3 8.5 8,2
£ 19% 14%

B Hotsatisied Ea % @I 0% @

Average raring [ #10) insioe Tnegrapn

Respondents: buyer of 2ach one car egoryin 1ne possyEars
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Inclination to buy personal smart devices

According to the research findings, 45% of UK consumers expect to buy at least one personal smart device in the next two
years. Those most likely to buy are Millennials (59%) and Gen Z (54%), above all in comparison with the older generations:
Gen X (35%) and Boomers (21%). Other targets with a higher inclination to buy are people with a medium-high educational
level (48%) and those currently working (50%). Slightly more men than women (50 vs. 40%).

2] Intention to buy personal smart devices
»@- Question- In the next 1 or 2 years do you plan to buy ene or more of these personal “smart” devices or replace the ones you akead® cwn
Definitely
NO » i YES
55%, Definitely no 45%
16%
ol Probably yes

o 33%
%‘9 bl

Probably no
39%

Respondents of osample (N=1.000}

Of the different personal smart device categories, fitness devices are the most in demand, mentioned by 29% of
respondents. About one fifth of the sample expect to buy devices for real-time health monitoring, while the intention to
buy fragile care devices (10%) and baby monitors (8%) is more marginal.

Smartwatches/Fitness devices are in demand among Millennials (+9% compared to the total sample), appealing equally

across genders and educational levels. Health monitors are more attractive for Millennials and Gen Z respondents (+6% for
both targets). Devices in the fragile care category are preferred by men (+5%) and people with a low educational level (+8%).

Intention to buy a particular device by macro-category

;@ @ Dow

Question- Which of these perscnal smart devices do you plan fo buy?

Fitness device Health monitor

Fragile care Erz ®

Baby monitor

Base: acquirenti delia categeria negh usimBZnni

10
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As well as a “physiological” desire for lower costs, improvements expected by the respondents from the viewpoint of
purchasing personal smart devices mainly regard:
« The area of functionality (ease of installation and upgrading of the functions offered).

« Communication of the benefits of using smart devices, which must be explained more clearly with concrete examples.

+ The area of safety/security, above all in the sense of more guaranteed privacy protection and non-harmfulness to the
health; also, through independent testing and certification of the devices.

Areas for improvement of personal smart devices

® @ooa
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Question- In what ways do personal smart devices need to improve to convince you to buy them or use them more when needed?

[muiltiple answersallowed max 5)
Cost less 40% (@ Price

Ze easier toinstall/configure 26% A §
{;é Funcfions
Improve intenms of the functions they offer 25% b
Be guorant aed more against failire/malfunction 18%
Offer orfine/pho rt services throughout thei iod ‘@ fstale
fer online/phone support services throughout their isage perio 15% 0
=+ support
Offer support in the inst allation phase 14%
Offer greater guarant ees intenms of privacy 20%
Safety &
Be safer forthe health 18% @ Security
Be certified ftested by independent associotions or bodies 13%
Befter clarify w hat benefits they offer the end customer 23%
Be more publicized / better know n 9% "7
: [H;f > Information
Specify any possible risks more clearly 5% L
Inno w ays / derit know 23%

Res pondentst ot asomple | N=1.000]

In the analysis by category, specific requests for improvement emerge for each product:
« Lower prices for smartwatches/fitness devices and health monitors
+ Improvement/extension of functions for smartwatches/fitness devices and baby monitors
+ More precise information on the advantages/benefits for the end user above all for fragile care devices and baby monitors
- Greater privacy protection for smartwatches/fitness devices and baby monitors
- Ease of installation/assistance during installation especially for fragile care devices and health monitors

Areas of improvement - top 5 among buyers in the past 2-3 years
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Question- In what ways do personal smart devices need to improve to convince you to buy them or use them more when needed®
[multiple answ ersallow ed max 5)

£
i

-
— Ny fi
N .
[ i
‘\' ] g
o — El
~—
Fitness device Health monitor Baby monitor Fragile care
12% Costless 37% |Cost less Improve interms of the functions \ Improveinterms of the ful
}9% | Improve interms of the functions 33% Improve interms of the functions Better clarify benefits for the user Better clonfy benefits for
18% Better clarify benefits for the user 32% |Be easier toinstall/configure Be satfer for the health Be easier toinst allfconfigy
17% Greater guoranteesinterms of privac| 32% Better clarify benefits for the user Be easier to installfconfigure 3 |Support in the installation |
17% Be easier o install/configure 31% Be safer for the health Greater guarantees in terms of privacy: Ba safer for the health

Respondents: buyers of each one category in t he pasi o
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The impression of a lack of any real benefits/usefulness of personal smart devices is, along with the absence of an
immediate need, also the main reason for resistance to purchase. As suggested for smart home devices, a correct strategy
for defining the product, more centred on the end user and on the creation of value, needs to be set out. This means paying
attention to need of consumers for a product that is easy to install and use, has low maintenance costs and gives concrete

benefits that can be easily understood.

Main reasons for not infending to buy in the future

St Question- For what reasons do you think you will not buy any personal smart devices in the neftykars? (multiple answers allow ed)

Among those unwilling to buy personal smart devices in the next 2 years

o

F

Base: mwillindo buy pemonal smart devices in the next 1wo years

| don't plan to make this kind of expenditure
at the moment

| don't need them/they're not useful for me
They're expensive products (to buy/maintain)
| don't have the time/desire to learn how to use the

| think they're difficult/expensive to set up

The impact of smart working on the purchase of smart devices

Smart workers show markedly higher levels of past

and intended purchases of smart devices compared

to the equivalent figures for all respondents. They are
concentrated among Millennials (+13% compared to the
total sample) but are much fewer among Boomers (-24%).
They are also slightly more present among men (+5%) and
among couples without children (+5%).

In the past two to three years, smart workers have
bought more smart home devices compared to the total
sample, with no differences by category: +12 % for Home
Management/Entertainment products, +11 % for Energy
Efficiency and Safety and Security products, +10 % for
Appliances. Smart working, in effect, drastically increases
the amount of time spent at home, and this goes hand

in hand with higher consumption. Smart solutions for
energy efficiency and home security thus take on a central
role, but this is also true of remote-control products since
smart working allows people to be connected not only to
the office but also to their homes.

The higher activity by this target group is also evident in
the purchase of personal smart devices. This is particularly
so for health monitors (+8% of buyers in the past 2-3
years) and smart wearables (+7%).

In line with this, this target also expresses markedly
higher levels of purchase intention in the next two to
three years compared to the total sample.

While on the one hand it is fairly obvious that many
current smart workers have had to buy equipment

as a result of the sudden change in working patterns
necessitated by the pandemic, it also transpires from

the research data that most of these people were
already particularly accustomed to buying/using smart
devices and that what might previously have been

only an occasional interest/usage pattern has become

a structural reality even after the end of the crisis.
Ultimately, the smart working approach has now become
the new normal for many people, to the extent that we
can easily imagine that this trend will continue to grow in
the years to come.
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Safety/security needs and the role of certification

The biggest concerns expressed by the respondents regarding the use of smart devices regard possible cyberattacks that
steal sensitive data for the purpose of selling it (36% very concerned) or that are aimed at harming their smart devices (31%)
or temporarily disabling them for the purpose of financial blackmail (28%), alongside the fear of government intrusions for
the purpose of mass profiling (also 28%). One in five, say they are concerned about possible harmful effects on their health.

Concerns related to smart devices

Question - Thinking about the smart devices we've been talking aboutin thisinterview, how cencerned are you about ... 2

The biggest concerns regard possible cyber attacks aimed at stealing sensitive data in order to sellit. to harm the
smart device or fo temporarily put it out of action for the purpose of financial blackmail. These worries are followed
by that of governmentinirusion for the purposes of mass profiling.

1in 5, finally, say they are very concemed about possible harmful effects on health.

[® oo~

How much of a concern:

e mVery Faiy Sighy ~ mNotatal Don't know
Very + Fairly: 55%

Cyber attacks that steal sensitive data stored in smart
devices FOR THE PURPOSE OF SELLING THEM ILLEGALLY ON
THE "DARK WEB"
Cyber attacks that take control of smart devices/systems in _517{7

OR ITS USERS

%
%

Cyberattacks that femporarly make smart devices 317
unusable or threaten to pass on sensifive data FOR THE 28% 0%
0%

PURPOSE OF FINANCIAL BLACKMAIL
47%

Infrusions by government bodies to steal sensitive data FOR 28%
THE PURPOSE OF MASS PROFILING 2
36%

The effects on health of the electromagnetic waves emitted

Respondents: total sample (N=1.000)

the home, FOR THE PURPOSE OF HARMING THE EQUIPMENT 31% 9
1
1

Gen Z respondents and Millennials emerge as the most concerned targets regarding all the aspects considered. The dangers
of theft and sale of sensitive data and tampering with the devices are of particular concern to those who are currently
working — who probably fear possible repercussions on their professional and personal sphere. Concern about harmful
effects on health declines with an increase in educational level.

Concerns by socio -demographic variables
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Guestion- Thinking about the smart devices we've been talking about in this interview , how concerned are you about ... 2

% Very concerned

3% 36% BE FE gz e SR e LIS S
Cyber attacks that
steal sensitive data l .

32% 4% 33F 4 3% 0% MR
Cyber attacks that i s 2% oam 29% 2B%
seeonn I | HEAm EN BEE
devices
Cyberattacks that  s0q 253 31%  31%  gog o W% ey 28% 35% T
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When asked about the criteria used when choosing smart devices, the respondents prioritize support during installation,
positive reviews of the device control app, and transparency regarding any possible risks from using the devices. Looking
at the “very important” figures, moreover, it can be seen that certification by an independent body is regarded as more
important than word of mouth, brand reputation and recommendation by the salesperson.

The importance of qualified certification

Question - When deciding whether to buy a new smart product, how important are the following aspects toyou?

® on

Support in correctly configuring the device, an app with many positive reviews and a clear specification of the
possible risks are the three selection criteria regarded as most important. In fourth place is independent certification
of the product, substantially at the same level as simple word-of-mouth. The brand and the recommendation by the

salesperson are lessimportant. How important they are:

ttemssorfed onaVery importanty mVery Fairly slighy ~ mNotatall Don't know
Very + Fairly: 81%

..that the manufacturer provides all necessary support to securely -
configure the smart device -

..that ithas apps with many positive reviews from users who have o
already used it &

..that the possible risks are clearly specified ﬂ 8%

...that it has been tested and certified by an independent body m 9%
..having heard good things about it from friends or o

acquaintances 2

..thatif's from abrand that 1 know and frust E ~

.that its recommended by the salesperson in the store T -

Respondents: fotalsample (N=1.000)

Overall, Millennials come across as the generation that pays most attention to qualified certification. Analysing the highest
level of attention, however (the figures for “very important”), it is the older generations — Gen X and Boomers — who
express the greatest need for reassurance by an independent, qualified body.

4 The importance of qualified cerdification by age and gender
—_— Question- When deciding whether to buy o new smart product, how important are the following ospects to you®
B Very + Faily important
Very important
76% 1% 78% 75% 9% 80% 78%
73% 7% 2% N% . - 65%
BRBER EEERE H g
FECC A 49% 49% S4R 52% STR  S5TR 53R 44%
LY. 15 & & & 27 & L. 4 L
& & F F & LS 4 & LS
w
possible RISKS are TESTED and CERTIFIED POSITIVE REVIEWS
clearly SPECIFIED by an independent body from vsers
A @ R
Respondents: fotal sample (N=1.000)
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In this context, we can legitimately regard certification as one of the indispensable elements required by consumers to
overcome any resistance to purchase. Qualified certification is regarded as more trustworthy than other types of “unqualified”
certification since it is backed up by scientific data and trials by an impartial and independent third party.
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Conclusions and recommendations

Given the data emerging from the study, it seems clear that a process of reinforcing
the perception that the consumer is listened to and protected, in all ways and forms, is
needed to reassure end-users and thus contribute to the growth of the smart devices’
consumer market.

Buyers and potential buyers do in fact express many doubts/concerns regarding the
issues of privacy, health and the usability of the devices. The main themes emerging are:

Potential violations of privacy/exposure to cyberattacks in all their various forms.
Difficulty in installing smart devices oneself and in using them correctly.

+ The resulting need for support during installation and configuration.

+ Harmfulness/Risk of smart objects to health

- Excessive costs (of purchase/maintenance)

At the same time, there is an urgent need to communicate more effectively the
benefits/advantages of using smart devices since consumers, especially those in the
older age groups (Gen X and Boomers), struggle to understand the actual added value
in their daily lives.

But communication, although an important driver, is not sufficient in itself to achieve
the objectives that have been set. To turn words into substance, companies must show
a genuine commitment to the issues that concern consumers through tangible actions
to overcome the resistance that still holds back potential buyers. To this end, we
recommend the following possible activities aimed at increasing the perception that
customers are listened to and protected:

Building certification tests (hardware and software) into the product design
cycle by an independent body to provide reassurance on both cyber security and
the non-harmfulness/ dangerousness of devices; it would also be beneficial to
include this added value as part of any communications for the product or, better
still, the brand. This would make it easier for consumers to identify those brands
that invest in the safety of their products by submitting them to the impartial
assessment of a third party.

« Continuous updating of control/management apps, which must be ever-more
secure but also more functional and user-friendly to a wide audience (listening to
the needs of end-users).

- Frequent updating of the software installed in products, if possible, throughout
their entire life cycle.

- Asupport service that offers adequate assistance during installation and
configuration, enabling the functions of the devices purchased to be used safely
and to the full (possible agreements with installer networks and service centres
are worth considering).

- Offering forms of warranty/insurance to protect against malfunctions and
damage because of using the devices.

+ The prompt recall of potentially dangerous products.

+ The publication of manuals, data sheets, tutorials and best practices - written in
clear and comprehensible language for a non-technical audience and aimed at
achieving maximum functionality and safety/security.

« The promotion of events (offline/online/social media) focusing on privacy
and cybersecurity.

To be effective, this process must start from the product concept and/or product
ecosystem and not be limited solely to the communication/marketing phases.



UL Solutions portfolio for the

smart world

The market for consumer electronics and the Internet

of Things is hyper-dynamic and competitive. In addition,
the requirements regulatory requirements are constantly
evolving and add an additional layer of complexity.
Manufacturers must therefore combine the relentless
demand for innovation with the need to minimize risks
and maintain compliance with global standards on an
ongoing basis.

UL Solutions offers manufacturers the experience and
expertise to innovate and bring their products to global
markets their products by providing testing, certification
and certification and inspection services as well as
software complementary software products and advisory
offerings that support innovation and growth. UL
Solutions’ services for the world of Internet of Things and
connectivity include among others:

- Electromagnetic compatibility and wireless testing
to access Europe, North America, China, Japan, Korea
and many more

« Testing and qualification for wireless technologies
such as Bluetooth®, Zigbee, Thread, Matter, Qi e KNX

+ Electrical safety testing and certification
Battery testing and certification
Interoperability testing

« Cybersecurity assessment and certification
Energy efficiency certification
Notified Body

About UL Solutions

A global leader in applied safety science, UL Solutions
transforms safety, security and sustainability challenges
into opportunities for customers in more than 100
countries. UL Solutions delivers testing, inspection and
certification services, together with software products
and advisory offerings, that support our customers’
product innovation and business growth. The UL
Certification Marks serve as a recognized symbol of trust
in our customers’ products and reflect an unwavering
commitment to advancing our safety mission. We help our
customers innovate, launch new products and services,
navigate global markets and complex supply chains and
grow sustainably and responsibly into the future. Our
science is your advantage.

About BVA Doxa

For 70 years Doxa has been synonymous with market
research in Italy. Founded in 1946, it has always ranked
among the leading companies of the sector both in terms

of quality and reliability. Doxa is chosen to address and
support the strategic approaches of private companies and
institutions. The attention focused on innovation to adapt
Doxa’s solutions to a constantly changing market, along with
the scientific rigor, has always been at the base of our work.

To meet the continuous and different needs expressed

by customers, Doxa has built over the years a wide and
articulated system of methods, techniques and analysis
tools. Doxa’s commitment is to continue to design
innovative research solutions by constantly investing to
offer customers more effective decision support. National
and international customers rely on Doxa daily, thanks

to its experience in numerous market segments and
sectors such as Finance, Energy & Utilities, Tlc & Mobility,
Consumer Goods, Pharma, Retail, Media, Public Affair and
B2B. For further information, please visit bva-doxa.com/en
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For further information, please visit UL.com/smartdevices
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