
Mitigating operational 
health and safety risks from 
innovative technologies



Executive 
Summary

In the long history of commerce, the introduction of new and innovative technologies has been 
instrumental in bringing about positive disruption in business and industry. From the development of a 
working steam engine in the early 1800s, to the adoption of assembly-line production in manufacturing 
at the start of the 20th century, to the widespread deployment of computerized technologies in the past 
50 years, innovation has consistently played a key role in transforming how we do business. Indeed, the 
continuous integration of new and innovative technologies in business has been a principle driver in 
economic growth and development around the world, and has directly contributed to a better life for much 
of society.

When it comes to health and safety issues, the introduction 
of innovative technologies in the 21st century workplace has 
also generally resulted in safer work environments and fewer 
workplace-related accidents and injuries. At the same time, 
these advances have also introduced a new set of concerns 
and challenges that can ultimately have an adverse impact 
on employee health and safety. As a result, integrating new 
and innovative technologies in the workplace also requires 
organizations to consider and plan for these potential risks.

This UL white paper examines the benefits, as well as 
the potential health and safety risks associated with the 

adoption of innovative technologies, and discusses how 
organizations can successfully leverage these innovations 
while also minimizing the attendant risks. Beginning with an 
overview of how innovation has transformed the modern 
workplace, the white paper then details the potential health 
and safety consequences that can accompany workplace 
innovation initiatives. The white paper provides a number of 
potential strategies to address operational risks associated 
with innovation, as well as UL’s role in helping organizations 
manage that risk.
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• The widespread adoption of digital technologies – 
During our lifetimes, the widespread deployment 
and acceptance of devices and systems relying on 
digital technologies have been the universal driver of 
innovation in the workplace, as well as in everyday life. 
According to the global consultancy Accenture, today’s 
digital technologies enable the widespread ability to 
apply intelligent processing to our activities, providing 
the feedback necessary to facilitate continuous 
improvement.1 And continuous improvement 
leads to increased efficiency, reduced costs and 
greater productivity.

• The rise of the “smart factory” – The rise of the 
so-called smart factory is a direct outgrowth of 
the application of digital technologies to industrial 
production and the use of programmable computerized 
systems to operate industrial equipment. Using 
advanced communications technologies and protocols, 
today’s “smart” systems are designed to continuously 
exchange critical information with other smart systems 
in the production environment. This allows for increased 
production efficiency and reduced operating costs and 
enables manufacturers to quickly align production with 
actual demand.

• Advances in protective clothing and materials – 
Innovation in materials science has also brought 
important advances to protective clothing and other 
garments worn by employees assigned to industrial 
work areas. Fabrics used in personal protective 
equipment (PPE), including garments, gloves and shoes, 
are now more durable and less permeable to potentially 
toxic chemicals and other substances, while also 
providing increased thermal protection. And ergonomic 
designs are making PPE more comfortable to wear, 
increasing the likelihood that employees will actually use 
PPE as intended.

• Wearable technologies – Wearable technologies 
include devices, such as smart watches and monitors, 
as well as clothing with embedded sensors. The use 
of these innovative technologies can be used to 
monitor employee health or environmental conditions 
in real time, and alert employees and supervisors of 
potentially unsafe work environments or imminent 
health threats. Accumulated wearable data can also 
be used to identify general trends in health and safety 
factors in the workplace, and provide evidence to 
support changes or enhancements to workplace policies.

How innovation has transformed the workplace
As the pace of innovation accelerates at an ever-increasing rate, it can be challenging to identify all of the 
individual advances in technology that have contributed to the transformation of the modern workplace. 
However, here is a brief sampling of some impactful technology innovations:
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• Unmanned surveillance capabilities – Drones and 
other types of unmanned aerial systems (UAS) are 
now being widely used to routinely surveil and 
monitor infrastructure installations and systems in 
a number of different industries, from chemical, oil 
and gas to communications, reducing the need to 
expose employees to potentially dangerous conditions 
and increasing the frequency and thoroughness of 
infrastructure inspections. Drones also being used 
to deploy essential safety equipment to remote 
locations, supporting faster response times to 
emergency situations.

• Enhanced training options – Finally, options for training 
employees have been significantly expanded, thanks 
again to digital technologies. Cloud-based learning 
alternatives and remote communications capabilities, 
such as videoconferencing, make it easier for employees 
to access the best training options available, regardless 
of their location. Training options that leverage virtual 
reality and augmented reality technologies make it 
easier to safely simulate training for specialized jobs in 
hazardous environments.

The benefits of innovative technologies in 
supporting health and safety practices
The above examples of how organizations are leveraging 
innovative technologies are not meant to be exhaustive. 
But, they help to provide a framework for understanding 
the potential benefits of innovation in improving safety and 
performance in the workplace.

Chief among the benefits of adopting innovative 
technologies is the opportunity to reduce the number and 
severity of health and safety risks to which employees 
are exposed. Increased automation, advanced workplace 
tools and better and more expansive training options have 
all contributed to significant declines in the number of 

workplace injuries and illnesses.2 And numerous studies have 
shown that organizations with safer, healthier employees are 
more productive and, on average, generate greater revenues 
and increased rates of shareholder return on investment 
than other organizations.3

The integration of innovative technologies also enables 
organizations to better track, collect and analyze essential 
workplace safety and performance data in real time. These 
capabilities can facilitate quick and preemptive responses to 
potentially unsafe workplace conditions, thereby helping to 
further reduce the risk of employee accidents or injuries. 
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Over time, accumulated data can also serve as an important 
resource for further research into systemic safety issues and 
concerns, and allow employers to proactively address these 
issues as part of their overall effort to make their workplaces 
safer for all.

And innovative technologies help lessen the administrative 
burden on health and safety professionals. Electronic 
recordkeeping capabilities reduce the time spent on 
recording and evaluating workplace safety data, as well as in 
preparing and filing required workplace safety reports with 
government regulators and agencies. This allows them to 
focus increased attention on identifying actual and potential 
workplace safety hazards and working to mitigate them.

Potential health and 
safety consequence 
of innovative 
technologies
While the adoption of innovative technologies can bring 
numerous advantages to organizations in their efforts to 
provide employees with a safer, healthier work environment, 
their use can also introduce new issues with other 
safety consequences.

Issues related to wearable technologies
For example, the expanded use of wearable technologies 
introduces a number of issues of potential safety concern. 
First, wearables generally rely on battery power, specifically 
lithium-ion batteries. To meet the needs of wearable 
applications, battery developers are working to reduce 
battery size and weight while also increasing battery energy 
density and cycle life. But recent testing of lithium-ion 
batteries by UL has found that some design changes may 
actually compromise battery integrity and increase the 
potential for internal short circuits that can lead to thermal 
runaway, fire and even explosion.
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identified an 
IOT-CONNECTED  
system as the origin  
point of the breach 

Another potential concern stems from the fact that wearable 
devices generate both intentional and unintentional 
electromagnetic radiation. Electromagnetic radiation is 
considered a possible ignition source under the scope of 
the European Union’s ATEX Directive (2014/34/EU) which 
addresses hazards specific to workplaces with potentially 
explosive atmospheres. While some wearable devices 
may be categorized as safe for use in potentially explosive 
environments, the unplanned or unwitting use of an unsafe 
device in such an environment could result in an explosion 
with catastrophic consequences.

The use of wearable devices can also have an obvious 
adverse effect on the wearer. Because wearables generally 
perform their function by being placed in direct contact with 
the body, chemicals in the wearable packaging can cause an 
allergic response, such as an irritation or rash. Apart from 
the potential health issue stemming from this reaction, 
the wearer may simply choose to remove the wearable to 
eliminate the problem, thereby eliminating any potential 
value that could be obtained from its use.

Issues related to IoT/IIoT security/privacy
Another area in which the introduction of innovative 
technologies can result in unintended safety consequences 
involves the increasing use of connected devices and 
technologies in what is widely referred to as the Internet 
of Things (IoT), or its industrial counterpart, the Industrial 
Internet of Things (IIoT). IoT generally refers to the 
multiple networks of devices or technology platforms that 
communicate with each other via wireless protocols and 
without direct human interaction. In both commercial and 
industrial environments, the application of IoT technologies 
can lead to significant operational improvements, 
such as increased efficiency, better performance and 
enhanced safety.

But the growth of the IoT/IIoT also exposes connected 
systems and devices to cyberattacks and hacking conducted 
with malicious intent by external third parties. According 
to a 2017 survey sponsored by AT&T, nearly 80 percent of 
participating organizations were negatively affected by 
a cybersecurity attack during the prior 12-month period, 
with more than one-third of respondents identifying an 
IoT-connected system or device as the origin point of the 
breach. And more than two-thirds of survey respondents 
expressed the belief that cyberthreats related to IoT systems 
and devices would increase in the coming year.4

80%
were negatively 

AFFECTED
over the past year

> 33%
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Unauthorized hacking can, of course, result in the loss of an 
organization’s proprietary or confidential information, as 
well as the personal or private information of employees. 
But, more troubling, successful cyberattacks can also disable 
or partially compromise systems and operations vital to 
workplace safety, putting the safety and health of employees 
at increased risk. Despite vigorous efforts to defend against 
cyberattacks, organizations everywhere must now accept 
the very real prospect that a successful cyberattack could 
directly result in workplace injuries or worse.

Other potential health and safety concerns
A final area worth noting is the human response to the 
introduction of innovative technologies and its potential 
impact on health and safety in the workplace. While 
innovation can certainly contribute to vast improvements in 
employee safety and productivity, those improvements often 
carry a human cost as well.

For example, the pace of innovation today means that 
employees are continuously exposed to new technologies, 
and the need to develop the skills to properly and effectively 
use them. But, for some workers, successfully adapting to 
new technologies may involve a longer, steeper learning 
curve as they work to replace routines and behaviors that 

may have taken years to develop and perfect. For many, this 
effort can also result in psychological stress as they see the 
value of their expertise diminished.

Even in cases where the transition goes more smoothly, 
the implementation of innovative technologies can 
be accompanied by the marginalization of specialized 
knowledge and expertise. As advanced systems and 
equipment become more intelligent and self-directed, 
employees can inadvertently become less central to the 
process and less knowledgeable about detailed aspects of 
their tasks. Over time, this can eventually lead to a critical 
gap between the expertise and skills of available employees 
and the essential knowledge required to properly understand 
a task and to diagnose potential problems.

Lastly, as more and more organizations recognize the 
importance of employee engagement, careful consideration 
should be given to the potential impact of innovative 
technologies on job satisfaction and retention. New 
technologies can present abundant opportunities for 
employee growth and development. But organizations 
must be prepared to support employees throughout that 
trajectory by providing ongoing, skills-based training, as well 
as establishing career options that closely align with the 
organization’s goals today and in the future.
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Addressing operational risks stemming 
from innovative technologies
Despite these challenges, organizations can effectively maximize the benefits that come from the implementation of innovative 
technologies while minimizing the potential operational risks to employee health and safety. But, doing so requires the 
development of a comprehensive strategy that acknowledges those risks and carefully calibrates the integration of innovative 
technologies to properly monitor their impact. At a minimum, such a strategy would include the following steps:

• Expand the scope of risk management efforts 
to account for the impact of innovation – Most 
organizations today recognize the importance of a 
formal risk management program to reduce their 
exposure to reasonably foreseeable risks. However, 
the scope of these programs should be expanded to 
include an assessment of the potential impacts that 
newly introduced innovative technologies could have 
on employee health and safety. Anticipating such 
impacts in advance can encourage the consideration of 
alternative approaches, and provide an opportunity to 
develop innovation-specific risk mitigation strategies 
before they’re needed.

• Pilot small-scale implementation before 
organization-wide deployment – Limited initial roll-outs 
and scaled introductions of innovative technologies 
can be extremely helpful in quickly identifying and 
evaluating potential risks to employee health and safety 

while limiting their potential impact. The information 
and knowledge gained from such pilot efforts can 
serve as the basis for modifications and other changes 
to reduce those risks, or to support the exploration of 
alternative technology solutions before the organization 
makes a major investment of time and money.

• Continuously monitor and evaluate potential health 
and safety risks post-deployment – Often, a complete 
picture of the operational risks associated with the 
deployment of innovative technologies is fully formed 
only after employees have gained sufficient experience 
in the use of those technologies. Therefore, an ongoing 
effort to monitor key health and safety metrics is 
essential to recognizing and addressing potential 
post-deployment challenges. Such an effort can easily 
be integrated into regular post-deployment cost/
benefit analyses to gain a complete picture of the return 
on investment.

Beyond these steps, employers should also recognize that employee health and safety is more than just a strategic or business 
priority, but a core value of a sustainable organization. As such, the health and safety of employees should be an essential 
consideration in every decision affecting the organization and its stakeholders, including employees, owners, suppliers, consumers 
and the greater community.
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UL’s EHS Sustainability has been at the forefront of helping organizations worldwide address the myriad of workplace health and 
safety issues. We provide an extensive array of advisory services, as well as innovative technologies to help organizations develop 
and manage integrated environment, health and safety (EHS) and sustainability programs.

Specifically, UL’s PURE® suite of software applications provides a unified repository for all EHS and sustainability data that enable 
organizations to assess, audit and manage a report on key performance metrics. This robust, cloud-based platform helps to 
ensure full transparency of relevant workplace health and safety data, as well as compliance with regulatory requirements.

The PURE platform consists of six different modules, as follows:
• PURE Safety – A centralized platform to consistently log 

workplace safety incidents, assign corrective actions, 
analyze underlying causes and report to regulatory 
organizations, as required.

• PURE Health – Enables organizations to actively 
manage employee health and improve productivity. 
Includes compliance management, surveillance, case 
management and billing coordination modules.

• PURE Supply Chain – Helps to identify potential risks 
among supply chain partners and streamline supplier 
communications to drive continuous improvement.

• PURE Sustainability – Provides easy-to-use tools to 
automate time-consuming tasks and create accurate 
reports and dashboards to evaluate overall performance 
and manage risks.

• PURE Learning – A comprehensive EHS e-learning library, 
PURE Learning gives organizations access to hundreds 
of customizable online courses spanning more than 
20 industries.

• PURE Environment – Manages all aspects of an 
organization’s environmental program to automate 
reporting and regulatory compliance, while reducing 
impacts, risks and costs.

Together, UL’s EHS Sustainability advisory services and our PURE platform provide organizations with the guidance and tools 
they need to help manage and address workplace health and safety issues, including the unique challenges associated with the 
integration of innovative technologies.

UL’s role in managing 
operational risks
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Summary + 
Conclusion

Balancing the integration of innovative technologies with employee health and safety considerations is not a zero-sum game. 
Rather, organizations can successfully leverage innovation to achieve marked improvements in growth, productivity and 
profitability while simultaneously working to ensure the well-being of employees. Ultimately, this synergistic approach can 
provide a firm foundation for achieving a sustainable advantage in an increasingly competitive world.

For more information on UL’s PURE Solution suite of software applications, or to 
learn more about UL’s EHS and sustainability services, email ulehss@ul.com or visit 
www.ulehssustainability.com.
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